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1. General

1.1 About the User Guide

This user guide describes how to work with the Remote Management tool from TeamViewer. Unless
stated otherwise, the functionalities described always refer to the TeamViewer full version for
Microsoft Windows. Mac OS, iPhone, and iPad are trademarks of Apple Inc. Linux® is a registered
trademark of Linus Torvalds in the US and other countries. Android is a trademark of Google Inc.
Windows and Microsoft are registered trademarks of Microsoft Corporation in the US and other
countries. For simplification purposes, this manual refers to the operating systems Microsoft®
Windows® XP, Microsoft® Windows® Vista, Microsoft® Windows® 7, Microsoft® Windows® 8 and
Microsoft® Windows® 10 simply as “Windows.” For a list of all supported operating systems, visit our
website or our Community page to learn more.

1.2 About TeamViewer Remote Management

TeamViewer Remote Management is a professional and efficient IT management platform
integrated into a secure remote desktop access tool, completely tailored to your company's needs.
The platform is designed to protect and remotely monitor devices, to keep track of IT assets, and/or
to store the data in a secure cloud backup. In order to achieve these goals, TeamViewer Remote
Management offers the following services, available on the TeamViewer Management Console and
on the TeamViewer client:

TeamViewer Monitoring & Asset Management
TeamViewer Endpoint Protection

TeamViewer Backup

With TeamViewer Remote Management, you will maintain a clear overview of all the important
information and functions of your system and IT infrastructure.

1. With TeamViewer Monitoring & Asset Management, you can proactively monitor your
devices, and set up individual checks to receive notifications on, for example, disk health,
antivirus software, online status, RAM use, and running processes on a computer. The
integrated Asset Management feature also lets you track your deployed assets and create IT
inventory reports for your network. Manage all your devices conveniently via the TeamViewer
Management Console or your TeamViewer Client and receive direct e-mail alerts.

2. With TeamViewer Endpoint Protection, you can keep your computers clean and safe.
Endpoint Protection safeguards your devices against threats such as viruses, Trojans, rootkits,
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and spyware, 24/7 - no matter if on- or offline. Endpoint Protection scans your devices on a
regular basis, discovers potential threats early, and protects your devices reliably. Discovered
malware is terminated immediately and can later be completely deleted. With the
TeamViewer Management Console, you can manage all threats and scans at a glance -
anytime, anywhere.

. With TeamViewer Backup, you can store your data in the cloud under the highest security
standards, and backed up files can be remotely restored from anywhere, at any time. Protect
your important files by backing up the complete file system, common file formats, or specific
files and folders regularly. Restore files and thus avoid potential data loss. With the
TeamViewer Management Console, you have access to each backup of any of your devices at
any time.
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2. Requirements

These are the requirements that must be met in order to use all the functions of TeamViewer
Remote Management.

Note: You can also try TeamViewer Remote Management free for 14
days, with no license or obligation to subscribe.

2.1 Licensing

TeamViewer Remote Management is an add-on to the TeamViewer remote control product, but it is
not included in the TeamViewer license model. This means that:

1. Remote Management is not part of the TeamViewer Corporate, Premium, or Business

license.

2. Remote Management can be used even without a TeamViewer Corporate, Premium, or
Business license.

3. You'll need a TeamViewer Remote Management license in order to use all the functions of
Remote Management.

TeamViewer Remote Management services are available as a monthly or an annual subscription.
Under the Remote Management license model, you purchase a so-called "endpoint" for each
computer you want to use Remote Management on. The Backup license counts the storage volume.

Note: You will need separate endpoints for the TeamViewer Remote Management services:
Monitoring & Asset Management and Endpoint Protection. The different endpoints can be
used independently of one another.

For example:

1. If you want to protect five (5) computers with TeamViewer Endpoint Protection, you'll
need a TeamViewer Endpoint Protection license with 5 endpoints.

2. If you want to monitor ten (10) computers with TeamViewer Monitoring & Asset
Management, you will need a TeamViewer Monitoring & Asset Management license
with 10 endpoints.

3. If you want to backup twenty (20) computers with TeamViewer Backup, you will need a
TeamViewer Backup license with the necessary storage volume. TeamViewer Backup
can be installed on unlimited devices.
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Note: The licensing for the Backup service is based on the consolidated storage
volume used. Therefore, the service can be used on an unlimited number of
endpoints.

For more information about the Remote Management license model, visit our TeamViewer Remote
Management shop.

2.2 License Activation

You need a TeamViewer Remote Management license in order to use all the functions of the
TeamViewer Remote Management services.

After you purchase a TeamViewer Remote Management license, you'll receive a confirmation e-mail.
Click on the activation link in the e-mail in order to activate the license for your TeamViewer
account.

Once you have activated the license, it will automatically be linked to your TeamViewer account and
will be ready for immediate use.

uccessfully added to your account.

Endpoint Protection - getting started

utes. You can either activate Endp
t ance

Singls device activation

Bulk activation

or from evary groups tools men:

Image: Remote Management license activation.
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Note: If you set up your TeamViewer account under a company profile, the
TeamViewer Remote Management license will be part of the company profile
and all users with permission will be able to manage the Remote Management

services.

Note: TeamViewer Remote Management license activations can only be undone
in exceptional cases.

2.3 System Requirements

To configure and manage TeamViewer Remote Management services, you will need the
TeamViewer Management Console.

The TeamViewer Management Console is browser-based and is therefore independent of the
operating system.

To activate and to view alerts, you can use the TeamViewer full version with the following operating
systems:

1. Windows

To view alerts only you can install the TeamViewer remote control application on:
1. Android
2. i0S

2.3.1 TeamViewer Monitoring & Asset Management

To use Monitoring, one of the following operating systems must be running on the devices
(endpoints) you wish to monitor:

Windows
1. Windows 10/8.1/8/ 7/ Vista /XP SP3.
2. Windows Server 2012 R2 /2012 / 2008 R2 / 2008 / 2003 R2 32 bit.
3. The antivirus software check is not available for server operating systems.

o Windows Security Center (WSC) is not active on Windows Service OS.
4. TeamViewer 11 full version of Host (or newer) must be installed.

macOS

1. macOS Sierra, High Sierra, Mojave, or newer.
2. TeamViewer 14 full version of Host (v14.2.2558 and newer)
a. TeamViewer needs to start with the system startup
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Linux

1. Debian 9 or newer
2. GRML, Kali Linux, Purism, Pure QS, Tails, Ubuntu and other .deb distributions.
3. TeamViewer 14 full version of Host (14.1.9025 and newer).

a. Account needs to be assigned before activation.

To use Asset Management (which includes Patch Management), one of the following operating
systems must be running on the devices (endpoints) you wish to monitor:

o  Works with the latest version of TeamViewer 14 (14.5.1691) and newer.
¢  Only compatible with these Windows Operating systems

o Windows 7 SP1/8.0/8.1/10

o Windows Server 2008R2/2012/2019

2.3.2 TeamViewer Endpoint Protection

To use Endpoint Protection, one of the following operating systems must be running on the devices
(endpoints) you wish to protect:

1. Windows10/8.1/8/7.
2. Windows Server 2012 R2 /2012 / 2008 R2.
3. TeamViewer 11 full version or Host (or newer) must be installed.

2.3.3 TeamViewer Backup

To use Backup, you should make sure that one of the following operating systems is running on the
device(s) you wish to backup using TeamViewer Backup:

1. Windows 10/8.1/8/ 7 SP1 and later.
2. Windows Server 2012 R2 /2012 / 2008 R2.
3. TeamViewer 11 full version or Host (or newer) must be installed.
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3. Get Started

You can use the TeamViewer Management Console to configure all Remote Management services.
To do this, open the TeamViewer Management Console at https://login.teamviewer.com and log in
with your TeamViewer account. All other steps for configuring TeamViewer Remote Management
are described below.

Note: Depending on user permissions, TeamViewer accounts set up under a
company profile can also use the functions described below.

3.1 Activation

All computers that users want to use TeamViewer Remote Management on are called “endpoints.”
The TeamViewer Remote Management service must be activated and configured on each endpoint.
The license can be activated using bulk activation or on each endpoint separately.

After activating Monitoring & Asset Management on the endpoints, the following steps are taken
automatically:

1. The Monitoring service is downloaded and installed on the device.

2. The Asset Management service, which is also responsible for Patch Management is
downloaded and installed on the device

3. The default Monitoring & Asset Management policy is assigned to the device.

4. Asset Management data is uploaded for the first time.

5. The information of missing patches is uploaded for the first time.

After activating Endpoint Protection on the endpoints, the following steps are taken automatically:

The Endpoint Protection service is downloaded and installed on the device.
The latest Endpoint Protection virus definitions are downloaded.

The Default Endpoint Protection policy is assigned to the device.

A Quick scan is started.

PwnNPE

After activating Backup on the endpoints, the following steps are taken automatically:

1. The Backup service is downloaded and installed on the device.
2. You must define a default Backup policy with file paths to backup.

3.1.1 TeamViewer Full Version Activation

Single Activation
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You can activate Remote Management services* for individual devices on your Computers &
Contacts list. First, the device is assigned to your TeamViewer account and then the Remote
Management service is configured.

*When Monitoring & Asset Management is activated directly from a device Patch Management will not be
activated. This can only be activated from the TeamViewer Management Console.

To do this:

1) Click the device name in your Computers & Contacts list.
2) Select Activate for the respective service.

TeamViewer - m] X

Connection  Extras Help Feedback

Search ~ w L W .
wo E)emo Account Q search 2 B 5 Win7 Device Alpha £+ 9
A= ‘. Corporate Online
. ™" & B
¥ Recent Connections * ¢ &
>  Remote Contral B Win7 Device Beta o Remote control
'A Susan's Machine prompt for confirmation
:.: Remote Management ¥ wina.1 Device Alpha <|':§_' Remote control
s using password
a®e = Presentation
{9} Meeting B Win10 Device Delta ! prompt for confirmation
Bl ohn's Machine
. l:l(] Video call
Bl Computers & Contacts ¥ Accounting prompt for confirmation
B john's Machine
-q| Chat W Susan's Machine » Custom Device Information

v Operations

¥ Availabl i
B Win10 Device Delta vallable services

[ win7 Device Alpha Menitoring & Asset M
-A Win7 Device Beta Device health and asset audit

' Win8.1 Device Alpha Leamn more

B wins.1 Device Beta
4

-’

Endpoint Protection
Certified Anti-Malware solution

A

Learn more

cloud backup

TeamViewer

Image: Activation via TeamViewer full version.

If you haven't saved the personal password for the device in your Computers & Contacts list, enter it
in the dialog box.
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E Assign to account *

To assign this device to your account, please enter the
@ personal password for Win7 Device Alpha.

Password: | |

Image: Device account assignment.

If you have not set a personal password for the endpoint, you can assign the endpoint to your
account via the settings in the TeamViewer full version.

To do so, you'll need to access the settings locally on the computer under:

Extras = Options = General = Account assignment.

Remote Management Tab
Starting with TeamViewer 14 and up, we introduced a new tab in the TeamViewer client.

Remote Management Tab will display the status for all active services, and will contain quick links to
the Management Console:

1. Activate an endpoint button

2. Open Settings
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[ TeamvViewer - m} X

Connection  Extras Help  Feedback Insert partner ID +* Connect

9 B fresi: Monitoring & Endpoint Backup
@ Comorate Asset Protection
Management
4-"’ Remote Control
:.: Remote Management 5 6 20.98
.9 )
Y hER With alarms 2 Infected Backup failed
Need attention MNeed attention Need attention
E: Computers & Contacts Healthy Safe 6 Backup completed 5
—4 Chat

L+ ] o B+ | o B+ | &

TeamVIQWGr ® Ready to connect (secure connection)

Image: Remote Management tab in the TeamViewer client.
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3.1.2 Management Console Activation

TeamViewer Management Console can be accessed here: https://login.teamviewer.com
Single activation

You can activate Remote Management services for individual devices in your Groups list. In order to
use this feature, you must have an active license.

1. Gotoanygroup in the left pane, select the device, and click on the desired services icon on
the right side.

2. Click activate.

3. Now, the device is assigned to your TeamViewer account, and then the respective Remote
Management service is configured.

TeamViewer Demo Account . -
e Management Console Corparate . u

HOME Accounting + Add ~| | # Tools ~| | © View ~ a

User management

Design & Deploy IEETR

Computers & Contacts Connection Reports Monitoring Asset M, Endpoint Pi i Backup

Service queue
Scripts IEETN - a

Name Status Palicy Services QI
REMOTE MANAGEMENT ™ I

Il John's Machine e]
Overview
Menitoring B Susan’s Machine

Asset Management
Endpoint Protection

Backup

GROUPS
All

Operations 4

Unnamed devices

What's new « Support » Submit your ideas « Apps » Copyright = Imprint
Copyright © TeamViewer GmbH 2018 e TeamViewer Chat =

Image: Single activation via TeamViewer MCO.

Monitering & Asset Management Endpoint Protection Backup
Activate Activate Activate
Learn more Learn more Learn more

Image: Activation icons.
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Bulk activation

Bulk activation helps you activate TeamViewer Remote Management services on multiple devices

and assigns all of them to your TeamViewer account collectively. By using your personal passwords,
all endpoints are automatically assigned to your account and the TeamViewer Remote Management
service(s) will be activated for the endpoints in one step. In order to use this feature, you must have

an active license.

1. Activate from Remote Management overview.
a. Click on the ‘Overview’ tab under Remote Management section on the left pane.

b.
C.
d.
e.

TeamViewer

Management Consale

HOME
User management
Design & Deploy | NEW |

Service queue

Scripts BRI

REMOTE MANAGEMENT
Monitoring

Asset Management
Endpoint Protection

Backup

GROUPS
All

Monitoring

ENDPOINTS IN USE ALERT HISTORY ENDPOINTS IN

Click on the ‘+’ button from the lower left corner of the service tile.
Select the devices from the list and click next.

Select the default policy that should be assigned for all devices.
Click activate.

w

12
9
: I I I
1 0 Infected
F

s S M T W T Need attent
1 Safe

Image: Bulk activation via TeamViewer MCO 1.

2. Activate from the service tab.

a. Click on the service tab you want to activate endpoints for.

Poogo

Click on the ‘+’ button on the upper left corner.

Select the devices from the list and click next.

Select the default policy that should be assigned for all devices.
Click activate.
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Q TeamViewer

Management Console

HOME Monitoring

User management

Design & Deploy [ NEW | \ |:| DEVICES W- ALARMS

Service queue

Scripts [T

REMOTE MANAGEMENT Groups
Overview Search Q All
Asset Management DEVICE

Endpoint Protection
B \\in7 Device Beta

Image: Bulk activation via TeamViewer MCO 2.

Monitor new endpoints * Monitor new endpaints
Aetation repen
pe

Image: Bulk activation via TeamViewer MCO 3.

3.2 Policies

Policies are defined as individual settings which are sent to the endpoints once applied.
They contain all necessary information on how the service will:

Remotely manage the device.

Alert the user if something is not working properly.
Deploy missing patches.

Setup thresholds and parameters.

Send e-mail notifications.

vk wN e

Monitoring policies: determine the criteria your devices will be set to for reporting when something
is not running within the assigned thresholds or parameters.

Asset Management policies: determine the criteria based on which missing patches will be
automatically deployed.
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Endpoint Protection policies: determine when and to what extent your devices are scanned and

protected against malware.

Backup policies: determine when and to what extent the files on your devices will be backed up.

3.2.1 Default Policy and Policy Options

For each service, a default policy is created when the first endpoint is activated.

1. The default policies will be applied to each activated endpoint if no other policy is specified
when activating the endpoint.

2. The default policies can be changed at any time.

3. Newly created policies can be assigned as default policies.

Checks
Type
Firewall
Disk space
Windows Update
CPU usage
Disk Health
Memory Usage

Online State

Please select a check

Delete policy

Name

Settings

C,10%

2%

500 MB

Default monitoring policy

Email notification os

“ Caneel

Find all policies under:

Image: Monitoring default policy.

Remote Management = Service name tab = Wrench icon = Manage policies

In the Policies window you can:
1. Create a Policy.
2. Edita policy.
3. Duplicate a policy.
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Manage monitoring policies

Name

Default monitoring policy #* v

John's Service Management Edit
Duplicate policy

Alexandra Set to default

Batman's monitoring services
Policy with almost every check
Smart screens offline

Alfonsos Policy

Toms Policy

Moel's Ploicy

Online Status

Add Monitoring policy

Image: Manage Monitoring policies.

3.2.2 Assign a Policy

Single policy assignment

You can assign a policy to each device by going to the desired service Tab and selecting the policy
column on the right side of the Device view. Click the check mark to save.

HOME Monitoring

User maragement

Design & Degloy XD I oevic Ve ALARM
Scripts 0 + @ [ @ |

REMOTE MANAGEMEN o I o
Overview Seare Q Al A Al - 1wt alaems
Asset Mansgement DEviCE GROUS ALARI GLIcY ‘I

Endooint Protection

Backup

| etauit moritorng poicy |

Copyright © TeamViewsr GrbH 2018 & Tearviews: chat =

Image: Single policy assignment.
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Group policy assignment

If you would like to have a policy for an entire group of computers, select ‘Inherit from group’
located in the Policy row for all computers in a group (you can also filter by individual groups). Click
the check mark to save.

Go to the left pane of the desired group.

Hover over the group.

Click on the pen icon, and then click ‘edit.’

Select the policy for the desired service and click save.

PwNE

m MName | Accounting
Shares Charge rate | Default (Chargeratel) v
Custom QuickSupport | Aytomatic v
TeamViewer policy |None v

Monitoring policy | Default monitoring policy Iy

N ~ APAC test policy
GROUPS Q [ ] Endpoint Protection policy

\ Batman's monitoring services
All L LG Default monitoring policy

John's Devices
John's Service Management

Noel's Ploicy

Mnlina Chator

Delete “ Clase

Image: Group policy assignment.

4. Monitoring & Asset Management

To monitor your devices and manage your IT assets, use the service TeamViewer Monitoring &
Asset Management.

Monitoring policies will define the proactive behaviors of individual checks assigned to devices.
For license activation, please see 2.2 License Activation.

For system requirements, please see 2.3 System Requirements.

For configuring policies and assigning them to a device, please see 3.2 Policies.

When all defined conditions for a check are met, an alert is triggered and displayed as an alarm
message in the TeamViewer Management Console and in the TeamViewer full version. An e-mail
notification will also be sent if configured in the policy. An alert message indicates that a problem
has occurred on one of the monitored devices.
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4.1 Monitoring & Asset Management Activation

For activation of endpoints please see: 3.1 Activation.

4.2 Monitoring Checks

Monitoring checks are categorized in 3 Categories which will help you determine how critical the
situation is on a device.

Windows Checks

v M Win7 Device Beta

HEALTH 8 SECURITY

Operations 2 Policy with almost every check

SOFTWARE OPERATIONS

C Disk
Healthy

Available memory is below 4000 MB
Usage less than 80%

Network adapter traffic Qutbound traffic less than 150 KB/s

Image: The three categories of monitoring checks.

1. Health and Security
a. Online state

This is a proactive check which will alert the user when the device goes
offline and comes back online.

When the check is applied to a device, it will monitor if the system has
internet connectivity. When the device goes offline for more than 1 minute
an alert will be triggered.

After the device goes offline it will track of length of time in this state.
Additionally, when the device comes back online a recovery notification will
be generated and the state of the check will return to green.

The check can be customized with a time delay of 5 or 10 minutes. When
selecting a time delay, the online state will be reported only after the device
is offline for more than the time delay value selected.

b. Windows Update

This check will alert the user if the Windows Update is turned off.

Users will see if there are available updates that can be installed on the
device.

A variation of both ‘Windows Update is off’ or ‘Updates are available’ can be
selected. An alert will be triggered if one of the variables is met.

c. Antivirus

This check will be triggered if the installed security solution, which is
registered in Windows Security, is off or if the malware definition updates
failed to be updated for more than 2 days.
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d. Firewall
i. A check that will be generated if the Windows firewall or a 3™ party firewall
is turned off.
e. Network Adapter Traffic
i. This check will alert users when there are issues related to network traffic,
such as interruption or high usage, on the network adapter. With this check,
the user can monitor both incoming and outgoing traffic.

1. Type of traffic: incoming or outgoing.

2. Minimum value of traffic: when there is less traffic, the user will get
an alert. There is the option to choose between two metrics — KB/s
or MB/s.

3. Maximum value of traffic: when there is more traffic, users will get
an alert. There is the option to choose between two metrics — KB/s
or MB/s.

ii. Multiple checks can be added in one policy.

2. Software Operations
a. Windows Service
i. This check will monitor a defined Windows service, and it will trigger an alert

if the set service is running or not running.

ii. Inorder to set up this check, the exact service name must be added in the
check configuration menu.

iii. The exact service name can be found under:

Windows services = Service properties.

File Action View Help

e |FIEBEC Hml » o nw
= 1
l .
Mame Description Status Startup Type Log On As Ll
General LogOn  Recovery Dependencies
Service name
Digplay name: TeamViewer 14
Description [TeamViewer Remote Software
ik TeamViewer 14 TeamViewer.. Running Automatic Local Syste...

Path to executable:
"C:\Program Files {x86)\TeamViewer\TeamViewer_Service exe"

Startup type: Putomatic bl

Service status:  Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here

OK Cancel Aoply

[, Bxtended [ Standard

Image: Software operation check on local machine.
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Services running on Win7 Device Beta. X

Auto-update every 10 seconds. Refresh now Search Q
Name * PID Description Status
TeamViewer 1760 TeamViewer 14 Running
Ma1 2w 101-163 of 163 4
Switch to processes m

Image: Software operation check in the Management Console.

Note: Running services can be viewed by opening the Remote Task
Manager.

b. Processes
i. This check will monitor a defined Windows process, and it will trigger an
alert if the process is running or not running.
ii. Inorder to set up this check, the exact process name must be added in the
check configuration menu.
iii. The name of the process is case sensitive.
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Processes running on PM-41. X

Auto-update every 10 seconds. Refresh now Search Q
Name * PID Status Username C... RAM

TeamViewer_Service.exe 4468 running Administrators 00 22872K

a1 2 e m 1-100 of 101 4

Image: Process check in the Management Console.

Note: Running processes on a device can be viewed by opening the
Remote Task Manager.

c. Eventlog

Vi.

Vii.

This check will report event logs from the Windows Event Viewer after an
entry is written in the configured logs folder.
Many applications and critical windows operations record logs making the
event log checks a very powerful check to monitor key operations on a
Windows device.
In order to set up this check, the queried category needs to be selected:

1. Security

2. Application

3. System
After selecting the folder where the logs will be monitored, the source
needs to be selected.
After selecting the source, the event ID needs to be added. Multiple event
ID’s can be added separated by “,” (comma).
After selecting the ID, one or more event log categories needs to be
selected:

1. Audit
2. Information
3. Error

When an event log is written and matches the predefined check settings, a
notification is sent. A full description of the triggered event log will be
outlined in the e-mail.
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3. Hardware

a. Disk Space

This check will monitor the free space on a system drive and will report
when the free space is less than the defined value.

Multiple disk space checks can be added to one policy with different drive
letters.

In order to set up the disk space check, first select the desired drive that
needs to be monitored on the device, e.g. C:\ or G:\.

iv. After selecting the drive, select the needed variable:
1. % - percentage of free space left on drive.
2. GB - Gigabytes of free space left on drive.
3. MB — Megabytes of free space left on drive.

v. After selecting the variable, enter the minimum threshold value. Whenever
the disk space falls below this value, an alert will be triggered.

b. Disk Health

i. This check will report any S.M.A.R.T. errors recorded in the Windows
Management Instrumentation module.

ii. S.M.A.R.T.is a standardization of error reporting for storage device
components. More details can be read here:
https://en.wikipedia.org/wiki/S.M.A.R.T.

iii. When an error is triggered, it will be reported, and then an alert will be sent.

iv. If configured, an e-mail notification will also be sent containing all necessary
error reports including the recorded error.

v. If S.M.A.R.T. alerts for a device continue to be triggered, please investigate

the reported errors on the manufacturers’ web resources, or use the
dedicated tools created by the hardware manufacturer.

¢c. Memory Usage

This check will monitor the amount of free Random-Access Memory or RAM
on the device.

d. CPU Usage

This check will monitor the CPU usage on the device and an alert will be
triggered if the usage is higher than the defined percentage in the check
configuration menu.
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macOS Checks

o« B MacBook-Air e w ; Mac Policy

HEALTH & SECURITY SOFTWARE OPERATIONS HARDWARE

Gnline W Pro Processes states as expected Di More than 99%
Update available =x Available memary is below 12000 M8

CPU usage above 2%

Image: The three categories of monitoring checks.

1. Health and Security
a. Online state

i. This is a proactive check which will alert the user when the device goes
offline and comes back online.

ii. When the check is applied to a device, it will monitor if the system has
internet connectivity. When the device goes offline for more than 1 minute
an alert will be triggered.

iii. After the device goes offline it will track of length of time in this state.
Additionally, when the device comes back online a recovery notification will
be generated and the state of the check will return to green.

iv. The check can be customized with a time delay of 5 or 10 minutes. When
selecting a time delay, the online state will be reported only after the device
is offline for more than the time delay value selected.

b. System Update
i. This check will alert the user if a System Update is available
2. Software Operations
a. Processes

ii. This check will monitor a defined process, and it will trigger an alert if the
process is running or not running.

iii. In order to set up this check, the process name listed in “Activity Monitor”
must be added in the check configuration menu.

3. Hardware
e. Disk Space

i. This check will monitor the free space on a system drive and will report
when the free space is less than the defined value.

ii. Multiple disk space checks can be added to one policy with different drive
letters.

iii. In order to set up the disk space check, first add the “volume path” that
must be monitored (e.g. Macintosh HD)

iv. After selecting the drive, select the needed variable:

1. % - percentage of free space left on drive.
2. GB - Gigabytes of free space left on drive.
3. MB — Megabytes of free space left on drive.

v. After selecting the variable, enter the minimum threshold value. Whenever

the disk space falls below this value, an alert will be triggered.
f. Memory Usage

i. This check will monitor the amount of free Random-Access Memory or RAM

on the device.
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g. CPU Usage
i. This check will monitor the CPU usage on the device and an alert will be

triggered if the usage is higher than the defined percentage in the check
configuration menu.

Linux Checks

« W Uinux Device My computers A

HEALTH & SECURITY SOFTWARE OPERATIONS HARDWARE

Online e Processes states as expected Disk space More than 20%
e Available memory is below 12000 M8

Image: The three categories of monitoring checks.

1. Health and Security
a. Online state

i. This is a proactive check which will alert the user when the device goes
offline and comes back online.

ii. When the check is applied to a device, it will monitor if the system has
internet connectivity. When the device goes offline for more than 1 minute
an alert will be triggered.

iii. After the device goes offline it will track of length of time in this state.
Additionally, when the device comes back online a recovery notification will
be generated and the state of the check will return to green.

iv. The check can be customized with a time delay of 5 or 10 minutes. When
selecting a time delay, the online state will be reported only after the device
is offline for more than the time delay value selected.

b. System Update
i. This check will alert the user if a System Update is available
2. Software Operations
a. Processes

ii. This check will monitor a defined process, and it will trigger an alert if the
process is running or not running.

iii. In order to set up this check, the process file name or the absolute path of a
process (e.g. filename: bash or teamviewerd ; absolute path: /usr/bin/bash
or /opt/teamviewer/tv_bin/teamviewerd) must be added in the check
configuration menu.
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Process Name % CPU ~ CPU Time Threads Ildle Wake Ups PID User
[7] TeamViewer_Desktop 0.2 41.98 6 11 873 dennis.frei
@ TeamViewer 0.0 9.29 7 F 869 denni
TeamViewer_Service 0.0 B8.79 z 0 70 root

teamviewer_monitoringd 0.0 7 0 62 root

System: CPU LOAD Threads:

User:
Idle:

Processes:

Image: Activity monitor and service.

3. Hardware
a. Disk Space
i. This check will monitor the free space on a system drive and will report
when the free space is less than the defined value.
ii. Multiple disk space checks can be added to one policy with different drive
letters.
iii. In order to set up the disk space check, first add the “mount point” that
must be monitored (e.g. /home or /media/data)
iv. After selecting the drive, select the needed variable:
1. % - percentage of free space left on drive.
2. GB - Gigabytes of free space left on drive.
3. MB — Megabytes of free space left on drive.
v. After selecting the variable, enter the minimum threshold value. Whenever
the disk space falls below this value, an alert will be triggered.
b. Memory Usage
i. This check will monitor the amount of free Random-Access Memory or RAM
on the device.
c. CPU Usage
i. This check will monitor the CPU usage on the device and an alert will be

triggered if the usage is higher than the defined percentage in the check
configuration menu.
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4.3 Monitoring Policy

The default Monitoring & Asset Management policy includes the following checks, described in 4.2

Monitoring Checks.

1. Is antivirus software installed and active? =
2.1s more than 500 MB of RAM available? B8 & &
3.1s CPU usage higher than 75%? med

4. What is the health of the hard drive? =

5. s the available disk space less than 10%? =

6. Is Windows Update active? =

7. ls the Windows Firewall activated? =

For more policy options please read: 3.2 Policies.

4.4 Remote Task Manager

The Remote Task Manager can be opened for every device that has Monitoring & Asset

Management installed. (Windows)

The window will display a current list of processes or services on the remote device which can be

terminated if necessary.

computer without connecting to it remotely.

Note: This is a very important tool when users need to troubleshoot a remote

Processes running on Win7 Device Beta. X
Aute-update every 10 seconds, Refresh now Search Q
Name * PID Status Userame Py RAM
suehastexe 1160 running LOCAL SERVICE 00 21976 K
suchostexe 1272 running SYSTEM 00 18456 K
suehastexe 1308 running LOCAL SERVICE 00 22880K
svchost.exe 2288 running NETWORK SERVICE 00 12200K
taskhost exe 3224 running Admin [ 27436K
eamViewer.exe 3552 running Admin oo 112582K
TeamViewer Serviceexe 1760 running Administrators 00 52784K
304 runnin g SYSTEM 2 259836 K
3936 ning ] 19116 K
4 104 on 1876 K

RASI m

Auto-update every 10 seconds. Refresh now

Name * PID
AelookupSve

ALG

AppIDSve

Appinfo

AppMgmt

aspnet_state
AudioEndpointBuilder 852
AudioSrv 804
AxlnstSV
RDFSVC

T e

Services running on Win7 Device Beta.

Deseription

Application Experience
Apgplication Layer Gateway Service
Application Identity

Application Information
Application Management
ASP.NET State Service

Windows Audio Endpoint Builder
Windows Audio

ActiveX Installer (AxdnstSV)

Ritl acker Drive Fnervation Service

Search

Status

Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Running
Running
Stopped

Stanned

Image: Remote Task Manager.
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4.5 Alarms and Notifications

4.5.1 Alarms

Alarms are generated when there is a risk of breaching a set threshold defined in the monitoring

policy.

Alarms are displayed in the TeamViewer Management Console and TeamViewer application.

There are several alarm types:

1. Raised Alarm

a.

When a check is at risk for breaking its configured threshold, an alarm will be
created and reported in the management console.

The alarm can be identified by a red triangle.

O Alert Type Alert description Device start End Duration Acknowledged by Group
4 Disk space C Disk space is below 98% Wing.1 Device .. 12/20/2018 4. Operations
A Windows Update Windows Update is not active Win8.1 Device ...  12/20/2018 4. Operations
Disk space C Disk space is below 98% Server 12/20/2018 4.... Demo Account My computers
Memory Usage Available memory is below 16000 MB Server 12/20/2018 4.... Demo Account My computers
< Online State Device is offline Server 12/17/2018 3...  12/17/2018 3. 8m My computers
< Diskspace C Disk space is below 59% Winl0 Device ... 12/16/2018 4... 12/19/2018 6.  3d 13h 54m Operations

Image: Raised alarm.

2. Acknowledged Alarm

a.

A raised alarm can be acknowledged by the user. Once this is done, the alarm will
become ‘Acknowledged.’

Acknowledging the alarm does not mean that the problem is resolved. It only means
that the supporter acknowledged that there is a problem, and will fix it later because
issue is not critical enough to be fixed immediately.

Alert Type Alert description Device start . End Duration Acknowledged by Group

4 Diskspace € Disk space is below 98% Wing.1 Device .. 12/20/2018 4:.. Qperations

4 Windows Update Windows Update is not active Wing.1 Device .. 12/20/2018 4 Operations
Disk space € Disk space is below 98% Server 12/20/2018 4 Demo Account My computers
Memory Usage Available memary is below 16000 MB Server 12/20/2018 4 Dema Account My computers

¥ Online State Device is offiine Server 12/17/20183...  12/17/20183... 8m My computers

+  Diskspace € Disk space is below 59% Win10 Device .. 12/16/20184:.. 12/19/20186.. 3d 13h54m Operations

Image: Acknowledged alarm.

3. Recovered/Cleared Alarm
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a. When a raised alarm returns to the defined threshold, the alarm will recover

automatically.

b. The majority of monitoring checks will attempt every minute to analyze if the
thresholds are breached or recovered. If the checks have a configured time delay,
they will check based on the time delay (e.g. online state check with a 10-minute

delay configured).

Image: Recovered alarm.

4.5.2 Notifications

Alert Type Alert description Device start , End Duration Acknowledged by Group
4 Diskspace C Disk space is below 98% Win8.1 Device ... 12/20/2018 4 Operations
4 Windows Update Windows Update is not active Win8.1 Device ... 12/20/20184 Operations
Disk space C Disk space is below 98% Server 12/20/2018 4 Demo Account My computers
Memory Usage Available memory is below 16000 MB Server 12/20/2018 4 Demo Account My computers
«  Online State Device is offline Server 12/17/20183.. 12/17/20183.. 8m My computers
«  Disk space C Disk space is below 59% Winl0 Device .. 12/16/20184.. 12/19/20186.. 3d 13h 54m Operations

E-mail Notifications can be set up in the Monitoring policy. E-mail addresses accepted by the system

are the ones which are recognized by the TeamViewer account or company profile:

1. For TeamViewer accounts, the e-mail address needs to be in the contact list as a contact.
2. For TeamViewer company profiles, the e-mail address needs to be a contact or a user in the

company profile.

E-mail notifications are sent from: notification@teamviewer-rm.com

Note: if working with proxy or custom firewalls, a whitelist to the domain
* teamviewer-rm.com can be added.

E-mail notifications regarding raised or recovered alarms will contain the following information:

TeamViewer ID.

AW R

Alarm description:

Name of the Device where the alert was raised.

Date and time when the alarm was raised.
Name of the check and the predefined threshold.

a. Check specific information will be written.
b. This will be different for each check.

6. Possible actions:
a. Acknowledge alarm link.
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b. View Monitoring Report link.
c. Connect to device link.

4.6 Monitoring Device View

The device view is designed to display metrics relevant to each device that has Monitoring & Asset
Management installed.

In the device view for Monitoring, the user can see all relevant checks that are within their
thresholds and all checks that failed.

Every failed check can be acknowledged and rechecked individually if the user decides that the
raised alarm is not critical for the operation of that device.

Monitoring

[Eeninonin]

(ARDWARE

Image: Device view for Monitoring for Windows
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I

HOM Monitoring

Ussrmansgament =
Design & Deploy BT [, praces M- ALARMAS NETWORK

Sendce quee

scia 0 [ o ]

MANAGEMENT Greugs alarm type ENDROINTS
Sewrch a |m o - 7 with alarms

rvice GROUR ALARMS
W jchns wachine [ 3
o« W pachakcar " 2
GROU?P
Al
HEALTH B SECURITY SOFTWARE CFERATIONS
Gnien VI process Processes states as evpected
Upedae svailsce
peat L] e palicy
F '
1
Operations, " 1
Operations. L]

Image: Device view for Monitoring for macOS.

"\" Monitoring
1 oevces W ALARMS HETWORK
el ) R
Grouss A 39 e o
ot o |m v . 7 vt alams

B o Mactiog provy L] 3 emads poicy

B acsooic A by computers & 2 Mac Faley
GROUPS.
s B 7 D Bets perotions =
Becountin

" ~ B Ui Devee My computers 3 1 Ui Py
Dama g
by zomputers HEALTH & SECURITY SOFTWARE OPERATIONS HARDWARE
Opecatons o
e s L o "

e e Orine ocessessates as expeciec
Unnamed desices

[ iy o -

W pin10 Device Delts Opseanons .

Gperations =
Opsrations L]
i

Image: Device view for Monitoring for Linux.

4.7 Monitoring Alarms View

The alarms view is focused on incident response. All raised alarms where the check threshold has
been breached can be filtered, organized, and exported.
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E TeamViewer

—

At Type Abers descrption Bevice Start el Dusd fon Acknowiedged by Group

Image: Alarms view for Monitoring.

4.7.1 Monitoring Filtering

Filtering alarms will enable the user to get a comprehensive view based on need:

Filter by Alarm Type
Filter by Device

Filter by Alarm Status
Filter by Date Range

PwWnNPE

View settings can be used to check or uncheck the view structure of the reports:

1. Columns

a. Alert Type

b. Alert Description

c. Device

d. Start

e. End

f. Duration

g. Acknowledged by

h. Group
2. Group By

a. Alert Type

b. Device

c. Group by none
3. Other

a. Charts

4.7.2 Monitoring Export
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After filtering monitoring alarms data, the export function can be used to export the Monitoring
Alarms reports.

G TeamViewer

Management Console

HOME & 2
Alelals Monitoring
User management =
Design & Deploy DEVICES s ALARMS
Service queue
REMOTE MANAGEMENT e e
csv
Overview Select aler e —ves18.1 Device Beta (10343 v | Al
fies: Mpnsoe el Alert summary Alerts o
Endpoint Protection iy
Total: 6 [heted
Backup Failed: 1
knguledacd.?

Image: Export feature in Monitoring.

Export to Print

This function will generate a web view that can be printed out or saved in any document format by
using print plugins.

Export to CSV

This function will generate and download a CSV file that can be stored, managed, or modified as
needed for auditability or other proposes.

4.8 Network Monitoring

To discover and monitor network devices within your local network use network monitoring by
TeamViewer Monitoring.

With network monitoring, your discovered network devices will be sorted into one of the following
categories:

e Computer — For all windows computers detected during the discovery process

e Router & Switch — For all routers and switches detected during discovery process

e Printer — For all network printers which were detected during discovery process

e UPS - For all universal power suppliers detected during discovery process

e NAS - For all network attached storages detected during discovery process

e Other Device — For all other devices which have an IP address and are available in your local
network but do not fit into any other category

Network monitoring was released as a Laboratory version, so right now this feature can be used for
free. In order to use network monitoring, you must have at least one license for TeamViewer
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Monitoring, or you can test it during your trial period. When the TeamViewer Monitoring trial
expires, network monitoring will also be deactivated in your account.

For TeamViewer Monitoring license activation, please see 2.2 License Activation.

For system requirements, please see 2.3 System Requirements.

4.8.1 Network Monitoring Activation

In order to activate network monitoring, TeamViewer Monitoring must be activated on the node*
that will be discovering and monitoring your network devices. If you select a node that does not
have TeamViewer Monitoring activated, the system will automatically install it on the node.

*Node: Is the device from which network monitoring will trigger a discovery, and will monitor your
network devices. Each Node can discover its own local network.

Network monitoring can be activated in just a few clicks from the ‘Network’ tab in Remote
Management = Monitoring:

1. Click on “Choose device” in the “Network” tab.
2. Select the appropriate device from your device list. The device should be online. Currently
only Windows devices are supported.
3. Select the needed settings and click the ‘DISCOVER’ button.
a. Full Discovery
b. Custom discovery
i. Enter the IP range
ii. Enter the SNMP community string

W Dvice !

*« W Devies2

Image: Network monitoring activation.

After changing and saving the discovery settings, the system will start a discovery with the new
settings in place. If you do not want to run a new discovery, press cancel.

4.8.2 Network Monitoring Settings
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After the discovery is complete, you can always change the discovery settings from the settings
menu.

GENERAL DISCOVERY SETTINGS
Name of node P Range @ from
Device 2
to
Policy SNMP community string €

Default monitoring policy (1)

Image: Network monitoring settings page.

After changing and saving the discovery settings, the system will start a discovery with the new
settings in place. If you do not want to run a new discovery, press cancel.

4.8.3 Network Monitoring Checks

After the discovery of network devices is complete, you can set up checks for periodical monitoring
of your network devices. Currently, network monitoring supports the following checks:

For the Router & Switch category:

Port state: If selected, this will raise an alarm when a port from a router or switch is
blocked or broken. This only works for devices with SNMP support.

For the Network Attached Storage (NAS) category:

Disk Space: If selected, this will raise an alarm when the NAS disk space is lower than
the configured threshold. This only works for devices with SNMP support.

Disk Health: If selected, this will raise an alarm when the NAS disk health reports
hardware errors. This only works for devices with SNMP support.

For the Printer category:

Toner: If selected, this will raise an alarm when the toner from a network printer is
low. This only works for devices with SNMP support.

Paper: If selected, this will raise an alarm when the paper from a network printer is
low. This only works for devices with SNMP support.

For the Uninterruptible Power Supply (UPS) category:
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Battery capacity: If selected, this will raise an alarm when the UPS battery capacity
falls below the configured threshold. This only works for devices with SNMP support.

Battery time remaining: If selected, this will raise an alarm when the UPS energy
storage "in minutes" falls below the configured threshold. This only works for
devices with SNMP support.

For the Computer category:

Monitor your computers with the TeamViewer Monitoring service.

Checks will run every 1 min. If any issue is detected, an alert will be displayed in the management
console.

In addition to the above checks, users can see the IP address and on- and offline status for each
discovered device.

Tip: network monitoring uses SNMP protocol for discovering and monitoring the network. In order to
effectively monitor your network devices, SNMP should not be restricted in your local network.

4.8.4 Network Monitoring Policy

Please be informed that after activating network monitoring, your device policy will be renamed. All
previous checks (TeamViewer Monitoring checks) will still be available, and the new policy will also
include network discovery and monitoring settings.

You can open the policy page for network discovery from here:

Device Category

Search X Select device category.. v

Image: Icon for opening network discovery policy

Next, choose which policy you want to edit, and select the needed checks for monitoring your
network devices.
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Policies > Default monitoring policy (1)

¢Back | Policies

NAME
Rauter & Switch Network Printer

Default monitoring policy (1) & Ponsume o & Torer

L]

& paper

Network Attached Storage (NAS) Uninterruptible Power Supply (UPS)

[0 ERE o & b
& DiskHeatn °

L]

Q

Compute

- =
Image: Policy page for network discovery
4.8.5 Network Monitoring Views
There are 3 types of views for network monitoring:
All Node View: In this view you can see all your networks in one place with details about device
quantity and alerts. Click on the Home button to get to this view.
DEVICES W~ ALARMS @ NETWORK
Office 1 (120) Office 2 (127)
& = =@ B &8 2 & &2 & B 7
DEVICES 86 1 1 1 1 30 DEVICES 91 1 1 1 1 32
ALERTS Q 0 0 0] 0 0 ALERTS 0 0 0 0 0 0

Image: All node view in network monitoring.

List View: In this view you can see all your networks in one place with details about device quantity
and alerts. You can click on the Node header and go to list view for more details. You can also extend
rows to see more details about each device.
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Device Category
Search Q Select device category. v DEVICES
2 with alarms
NAME ALARMS P
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7 1070520 1070.5.20

Image: List view of network monitoring.

Map view: Map view is under construction now. It will allow you to see the interconnections
between discovered network devices.

4.9 Asset Management

After the installation of the Monitoring & Asset Management service, a snapshot of installed
software and hardware will be collected and organized in the device view and asset view.
Information about missing Patches will also be displayed in the Asset Management Device view.
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4.9.1 Device View
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Image: Device view in Asset Management.
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Image: Assets view within Asset Management for Windows.

The device view will sort and display the information in the following categories:

Device Information: Computer Name, Domain, Internal IP, External IP
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Missing Patches count: OS and 3™ party missing patches count on selected machine.
TeamViewer: TeamViewer |ID, TeamViewer version

Software: List of recently installed software (Windows, macQOS)

Packages: List of all installed packaged in alphabetical order (Linux)

System Update: List of recently installed updates

Hardware: CPU name and model, physical memory (RAM), motherboard model and serial number (if
available), video controller name and model, disk drives’ name, model, capacity and serial number (if
available).
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4.9.2 Asset View

From the Asset view, reports can be generated based on the categories below and exported as a
web view (print) or as a CSV file.
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Image: Hardware Assets view within Asset Management.
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Image: Software Assets view within Asset Management
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Report Description

Software Overview of applications installed on the
devices, including the software version and
date.

Updates Overview of the installed Windows Updates

including the date.

Hardware Overview of installed hardware components,
including Type, Name, and Manufacturer. This
overview contains all reports listed below.

Processor Overview of processors installed on the
devices, including Name, Details, and
Manufacturer.

Motherboard Overview of motherboards installed on the
devices, including Name, Details, and
Manufacturer.

Physical Memory (RAM) Overview of internal memory installed on the
devices, including Name, Details and
Manufacturer.

Disk Drive Overview of hard drives installed on the
devices, including Name, Details, and
Manufacturer.

Optical Drive Overview of input devices connected to the
computers, (including Name, Details, and
Manufacturer.

Video Controller Overview of graphics cards installed on the
devices, including Name, Details, and
Manufacturer.

Network Overview of network cards installed on the
devices, including Name, Details, and
Manufacturer.

Keyboard Overview of keyboards connected to the
devices, including Name, Details, and
Manufacturer.

Pointing Device Overview of input devices connected to the
computers, including Name, Details, and
Manufacturer.

TeamViewer Remote Management User Guide | 43



4.9.2 Patch View

From the Patch view you can see detailed information about missing OS and 3™ party patches for
your devices.
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Image: Patch view within Asset Management

Non-Security Q494174

‘

Each individual patch has the below described fields:
Severity icon: This field shows the importance of the patch -> Critical, Important, Low, Not rated.
Patch/Software: Here you can see the patch name and version for some patches

Bulletin ID: The Patch ID provided by the vendor. The ID is also a link to the changelog which is
provided by each software vendor.

Type: This field shows if the patch is security or non-security (this information is coming from the
Software Vendor)

KB: This is the knowledge base article number
CVE: This field contains all Common Vulnerabilities and Exposures which are related to the patch
Release: Here you can see when each patch was released

Device: This field displays the device name on which the patch is missing. In case there are more
devices which have the same patch missing, instead of the device name you will see the number of
devices which are affected.

Details: The button after clicking on which you will see some short notes from the vendor and patch
size.
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Image: Deploy Patch within Patch View

In the Patch view within Asset Management you can select a patch or multiple patches and deploy the
selected patches to one or multiple devices. After selecting a patch, you just need to press on the

deploy button.

The Patch view allows you to filter missing patches by:

e Group
e Device
e Importance

® Install status (here you can also see previews of installed patches)

Deployment of patches are possible only for online devices.

In the Patch view you can see some patches which are not possible to select, the row is greyed out
with this tooltip: “This patch cannot be deployed remotely. Please Connect to the device and patch it
manually.” It means that the patches require some additional action on the device side, e.g. captcha,
additional authentication, accept EULA etc.

4.9.3 Patch Management Policy

Patch Management allows you to set predefined criteria based on which the system will trigger
automatic patch deployment. A default Patch Management policy is an empty policy without any

action. You can edit and change settings and conditions in the patch management policies at any time.

In Asset Management, under the “Device” tab, users can now see a policy section. Here, users can

define and select policies for automatic patch deployment.
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In the Patch Management Policy window, users can create new policies and delete or edit existing
ones. From the 3 dots menu, users can duplicate polices. For creating a new policy, users need to
click the “+” button on the right-hand bottom side. After creating a new policy, users will see
themenu displayed below.

@ Asset Management
L] DEv

EVICES & ASSETS = PATCHES

{ Back | Manage patch deployment policies > New policy

Policy name

Notifications Condition to organize scheduled patching @

juj (J & Critical [} Important ] ~ Low [J - Mot Rated

(] OS Patch () 3rd Party Patch
[ Security [ Mon-Security
Occurs

When available v

@ As soon as the patch is released, it will be updated.

The policy should have a name (this is a mandatory field) and each policy can contain up to 5
conditions. In each condition, users can set the necessary criteria and schedule for automatic patch
deployment. Each condition has several fields which need to be filled in order to be able to save the
condition. These fields are:

e Software vendor severity
o (Critical, Important, Low, Not Rated)
¢ Patch classification
o OS Patches
o 3" Party Patches
e Patch Type
o Security
o Non-Security
¢ Scheduled time for deployment.

o Daily

o Weekly

o Monthly

o When available

Creating a policy without any defined conditions will not trigger any actions.

After adding the required conditions and assigning policies to devices, the system will automatically
check the set conditions, and will trigger the deployment for those patches which comply with the
predefined conditions.
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Note: For keeping your devices secure after the first policy assignment, the system will check the
conditions and will immediately apply deployment for those missing patches which comply with
the requirements set (even if scheduling was set for a future date). After this, the next deployment
will be done according to the set schedule.

Note: In cases where the automatically scheduled deployment cannot be done (e.g. device will be
offline) as soon as the device is available, deployment will be triggered automatically after the
first rescan.
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5. Endpoint Protection

To protect your devices against malware, ransomware, and more, use the TeamViewer Endpoint
Protection service.

For license activation, please see 2.2 License Activation.
For system requirements, please see 2.3 System Requirements.
For configuring policies and assigning them to devices, please see: 3.2 Policies.

The configured devices are scanned and protected by the assigned policies defined under 3.2
Policies. Whenever malware is detected on the device, an alert is triggered and displayed as an alert
message within the TeamViewer Management Console and the TeamViewer full version. An alert e-
mail notification also indicates that malware was detected on one of the devices.

5.1 Endpoint Protection Activation

For activation of endpoints please see: 3.1 Activation

5.2 Endpoint Protection Policies

The default Endpoint Protection policy includes the following scans and settings:

1. Quick scan, daily 09:00 AM

2. Full scan, daily at 12:00 PM

3. Real-time protection

4. Scan removable drives on connection
5. Tray icon
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Image: Policy overview within Endpoint Protection.

5.2.1 Endpoint Protection Settings

Real-time Protection

Choose whether-or-not real-time protection should be activated for the policy. If activated, all files

that are accessed (opened, running, etc.) are scanned for malware. If deactivated, threats are only
detected if a scan is performed.

Note: If real-time protection is disabled, the device is potentially at risk between scans.

Outlook Add-In:

The Endpoint Protection Outlook Add-In is a Visual Studio Tool for Office Add-Ins for Microsoft
Outlook. This will enable TeamViewer Endpoint Protection to delete infected attachments found in
the Outlook archive files (.pst,.ost) while they are in use by Outlook.

Without this, TeamViewer Endpoint Protection is unable to delete these types of threats without

first closing Outlook. The use of this feature requires the activation of the outlook add-in in the
TeamViewer Management Console.
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Scan Removable Drives upon Connection:

Enabling this feature automatically starts a scan on any removable drives when they are attached to
the device.

Define any number of scans. Depending on the scan type and schedule, all devices are scanned for
malware on a regular basis.

Click the ‘Add scan’ button and define a scan.
Choose between the following options:

1. Quick scan: TeamViewer Endpoint Protection will only scan certain data, running processes,
and the registry. This way, the scan is completed quickly and the most important data is
protected.

2. Full scan: TeamViewer Endpoint Protection will fully scan all hard drives of your devices. This
scan will take longer than a quick scan. The device's data is completely protected.

3. Custom scan: TeamViewer Endpoint Protection will scan a defined hard drive, folder, or file.
To do so, enter the path as follows: C:\Folder\Filename.fileextension

Note: Please note that the speed of your system may be affected for the duration of a
scan.

Tray lcon:

This will allow the user to see the current state of Endpoint Protection, and the notifications about
detected threats. The user will also be able to trigger quick and full scans.

5.2.2 Exclusions

Here, the user can specify specific drives, folders, files, or file types that should be excluded from the
scan (e.g. D:\ to exclude drive D, C:\\Directory\ to exclude a folder, *.xyz to exclude a file type).

5.2.3 Notifications

The user can set up notifications via the Computer & Contact list. Endpoint protection offers the
possibility to be notified for all detected threats that require immediate attention. The user can also
decide if the notifications should be shown in the TeamViewer console, and can also specify the e-
mail address where the notifications should be sent.

If a threat is detected, Endpoint Protection will send an e-mail notification to the defined e-mail
addresses. The user can enter the e-mail addresses that should receive notifications about detected
threats.
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You have the following options when selecting your notification settings:

1. For all detected threats: This is the default setting. You will be notified about any threat that
is detected on one of your devices.

2. Only when I need to take action: If a threat is detected, Endpoint Protection moves the
affected file(s) to quarantine and thus disposes of the threat. You will only be notified about
a threat if you need to take immediate action (e.g. if you need to restart the computer to
move a threat to quarantine).

3. Never: All notifications are deactivated. If you select this option, you will have to open the
alert report to get information about detected threats. Even with deactivated alert
notifications, your systems remain protected by Endpoint Protection.

E-mail addresses accepted by the system are the ones recognized by the TeamViewer account or
company profile:

1. For TeamViewer Accounts, the e-mail address needs to be in the contact list as a contact.
2. For TeamViewer company profiles, the e-mail address needs to be a contact or a user in the
company profile.

E-mail notifications are being sent from: notification@teamviewer-rm.com

Note: if working with proxy or custom firewalls, a whitelist to the domain
*.teamviewer-rm.com can be added.

5.3 Endpoint Protection Dashboard

5.3.1 Manage Endpoints

This provides the user with an overview of all devices with Endpoint Protection activated. The filter
on the top right of the dialog box allows users to search for a specific device by the device name.
They are sorted by the device alias, where they belong to, and the policy applied to the device.
Additionally, the device list can be exported as a table in a CSV file. Each device offers some
important functionalities such as:

Devices status

Show threats
Acknowledge all threats
Change the policy
Uninstall the software

e wNe
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5.3.2 Manage Policies

You can select which type of scan you want and schedule the scans as follows:

1. Scan Type
a. Quick Scan
b. Full Scan
c. Custom Scan: this allows the user to add a specific disk, folder, or file that should be
scanned.

2. Scheduler: the user can set the frequency of the scans. Users can choose between a daily,
weekly, or a specific time interval (that users can set individually).

5.3.3 Manual Scans

Start a manual scan for individual endpoints. Check the endpoints for malware, regardless of
scheduled scans from the Endpoint Protection policies, at any time. A manual scan will be started
within the TeamViewer Management Console or the TeamViewer full version for each online device.

1. Inthe TeamViewer Management Console, click the name of the endpoint and select ‘Quick
scan’ or ‘Full scan.’

2. Inthe TeamViewer full version, select the ‘Quick scan’ or ‘Full scan’ option within the
context menu (right click) of the endpoint.

5.3.4 Status of the Device

For every endpoint, the status of the Endpoint Protection scan can be viewed. The status contains
information about the time and date of the previous and next scheduled scans, as well as general
details about the device's protection.

1. Click on the name of a device and select the ‘Status’ option from the context menu.
2. The following information is displayed in the Endpoint Protection status dialog box:
a. Status —the status of the device can be identified by its color.
i. Green: the endpoint is protected.
ii. Yellow: minor issue, e.g. old malware definitions or scheduled scan was not
performed.
iii. Red: ongoing issue, e.g. malware was found but not removed.
b. Last Scan — date, time and scan type of the latest scan.
Endpoint protection policy — the assigned Endpoint Protection policy.
d. Schedule —all scheduled scans for the endpoint as defined in the Endpoint
Protection policy.

o
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5.3.5 Quarantine

This report displays all threats in quarantine. They can be filtered by device and by a specific time
interval.

5.3.6 Active Ransomware Protection

Active ransomware protection will protect specified folders to be read or written to by unknown
applications such as ransomware or other malicious software. We have an intelligent system which
will check read/write attempts by applications and will grant access or deny access to those folders.
To use this feature, you will need to click the check box ‘active ransomware protection’ and set up
your configurations.

Protected folders:

These are the locations the user would like to protect from being accessed or modified by untrusted
applications.

Trusted applications:

These are the applications known by the user and can access or modify files within the protected
folders.

Blocked applications:

This is the report of the applications which are blocked by active ransomware protection when trying
to access files or folders in the user protected locations.

Note: Active ransomware protection will not be set per default. In order to use this
feature, the user will need to activate it in the Endpoint Protection policy. Then, the
user must make sure that at least one folder is set in the protected folders.

5.3.7 Device View

The device view of TeamViewer Endpoint Protection is designed to improve user efficiency when
using the software. It gives the user an overview of all devices with Endpoint Protection activated,
allowing the user to react faster when necessary. The device view first displays the devices with
alarms that require immediate attention. This view is very useful for the users who manage a large
number of endpoints.
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Image: Endpoint Protection device view.

Search function: This allows users to search for devices by device name. Only the endpoints with
Endpoint Protection activated will be displayed.

Filtering:
By groups: Users can select only the groups with Endpoint Protection endpoints.

By device status: Users can select the devices based on their status (single and multi-selection is
possible).

Endpoints: Users can see how many endpoints are available on the account, how many are in use,
and how many are infected or need attention.

Devices status:

The red icon is used to identify the devices that are infected.
The yellow icon is used to identify the devices that need attention because:

The definitions are out of date.

The real-time protection is disabled.

No scan has been performed for a long time.
No policy is activated on this device.

PwnNPE

The green icon is used to identify the devices which are safe.
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By selecting the 3 dots, users can:

1. Connect directly to the endpoint.
2. Uninstall Endpoint Protection on the endpoint.
3. Trigger a quick or a full scan.

5.3.8 Threat View

The threats view shows all of the alerts for every computer that has Endpoint protection installed,
and is displayed in the TeamViewer Management Console. An alert message is triggered as soon as
irregularities are noticed for a device. This depends on the defined Remote Management policies.

The default Endpoint Protection policy includes the following scans, which are described in Section
5.2 Endpoint Protection Policies.

1. Quick scan, daily 09:00 AM
2. Full scan, daily at 12:00 PM

The alert report can be accessed in one of the following ways:

1. Inthe sidebar, click on Remote Management - select the Endpoint Protection tab - select
the threats view tab.

2. Inthe sidebar, click on a group from your Computers & Contacts list 2 select the Endpoint
Protection tab.

Threat details

You can display detailed information of detected malware. Quickly get information about the type of
malware and be able to more effectively rate the threat of the malware.

Threat details can be accessed in one of the following ways:

1. Click the icon next to an alert message and select the ‘details’ option.
2. Select all of the alert messages that you wish to acknowledge, and click: Tools = Details.

The following information is displayed within the Threat details dialog box:

1. Device — name of the device where the malware was found.
2. Name — name of the malware.
3. Found in — path or file where the malware was detected.

Options: Select how you would like to proceed with the malware:

1. Delete from quarantine — select this if you want to remove the malware from quarantine
and permanently delete it.

2. Restore from quarantine — select this if you want to restore the malware to its original
location and remove it from quarantine.
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Filtering

You can filter alert messages by Alert Type, Device, Status, and Date Range. If you click on an entry
within the table header, you can sort the alert messages within the column. Using the view menu,
you can define which columns should be displayed in the table and activate or deactivate the charts.

1. If athreatis detected during a scan, the detected malware will be moved to the quarantine
folder immediately. The malware cannot cause any damage there. In addition, an e-mail
notification is sent to the e-mail addresses you have defined for the policy.

2. The status of the alerts is indicated by different icons.

Icon Colors Description

Red Malware was found on the device. The threat
could not be neutralized or moved to
quarantine.

A threat was found on the device. The threat

Yellow ) .
was neutralized and moved to quarantine.

Gray You have acknowledged the threat. The threat
is no longer displayed.

3. Confirm threat
Threats (malware) that are detected during a scan are displayed in the alert report and can

be acknowledged there. Acknowledge an alert message if you know or can verify the threat
and start troubleshooting. If you confirm a threat, the threat is no longer displayed in the
notifications of the device, and will be displayed with a check in the alert report.

Example: Malware was found during a scan. As an administrator of the device, you
will receive a corresponding notification via e-mail. Verify the notification within the
TeamViewer Management Console. Now that you know what the threat is about,
you can confirm the discovery of the malware and initiate measures, if necessary, in
order to avoid future discoveries.

You can acknowledge threats in one of two ways:

a. Click the icon next to an alert message and select the ‘Acknowledge’ option.
b. Select all the alert messages that you wish to acknowledge and click ‘Acknowledge

selected.’

Note: The threat will remain in quarantine after you have acknowledged it. At your
discretion, delete the malware from the device.
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Tip: It is also possible to acknowledge a threat within the Computers & Contacts list (TeamViewer full
version and TeamViewer Management Console).

Export

This allows you to export a list of the threats found on all your endpoints.

e TeamViewer

Management Console

HOME
User management
Design & Deploy

Service queue

Scripts K

REMOTE MANAGEMENT
Overview

Menitoring

Asset Management
=

@ Endpoint Protection

DEVICES T THREATS
i S s S w8
Print
Threat type
1 CsV
All L S——— < T

Image: Export functionality in Endpoint Protection.

Export to Print

This function will generate a web view which can be printed out or saved in any document format by

using print plugins.

Export to CSV

This function will generate and download a CSV file which can be stored, managed, or modified as

needed for auditability or other proposes.
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6. Backup

To backup files on your devices, use the TeamViewer Backup service.

For license activation, please see 2.2 License Activation.

For system requirements, please see 2.3 System Requirements.

For configuring policies and assigning them to devices, please see: 3.2 Policies.

The configured devices are backed up according to the assigned policies defined under Section 3.2
Policies. Whenever a backup could not be performed properly, an alert is triggered and displayed as
an alert message in the TeamViewer Management Console and the TeamViewer full version.

Service icon: The user can perform the main functionalities of TeamViewer backup from the service
icon. Here they can easily check the backup status on the device, start an instantaneous backup,
paused a running backup or triggered a restore without a need to login to the Management Console.
The section about TeamViewer Backup will provide you with information about the version of the
software currently running on the device.

Note:

1. System files are excluded from every Backup.

2. If you have selected Full backup or Quick selection, files on connected
external storage drives will also be backed up.

3. Assoon as a backup or restore is started, it cannot be paused or stopped.

6.1 Backup Activation

For activation of endpoints, please see: 3.1 Activation

6.2 Policies

After activating TeamViewer Backup on a device, a default Backup policy which contains some basic
settings is created and the user can immediately perform the first backup. The user can customize
the individual backup policy, specify which data should be backed up, adjust the frequency of the
backups, and even define the usage of certain process, such as the bandwidth throttling. These
policies can be applied to single devices or a group of devices. In order to customize your policies,
the user should navigate through the option: Manage Policy 2 Manage Backup policies 2 edit.

This is the starting point for policy creation and change. There are different settings which can be
configured in the TeamViewer Backup policies and help the user to use efficiently the product.
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6.2.1 Policy Name

The first thing to define when creating a policy is the name of the policy. Users can create many
different policies, so the policy name is critical.

Next, define the name for the created policy. This name is used to identify the policy within the
overview of all created policies.

Default Backup policy x

Name

Default Backup policy |

Selected files Edit

? Full selection

Backup schedule Edit

Backup runs every 30 minutes.

Bandwidth throttling

8:00 17:00
0:00 7:59 15:59 23:59
Max. bandwidth | 128 Kbps v
Exclusions Edit
Excluded: *mp4; *.mp3; C\ChristosVideos},

Image: Backup policy overview.

6.2.2 Add a Backup Policy

For more policy options please read: 3.2 Policies.

6.2.3 File Selection

In order to use TeamViewer Backup, the user first needs to upload data to the cloud. TeamViewer
Backup offers several options to specify the data that needs to be included in the backup. This will
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avoid the possibility of backing up unnecessary files, and will optimize the performance of the
backup.

Backup selection

1. Full selection
a. Thisis the default backup selection. It will automatically select all files supported by
TeamViewer Backup on the device.
2. Quick selection
a. The quick selection offers the ability to select specific file types on the device that
must be included in the backup.
3. Advanced selection
a. With the advanced selection, the user can specify one or more specific paths that
need to be backed up simply by adding the path name.

Note: When choosing ‘full selection,’ it is important to consider that some locations
or drives are auto excluded, and the files within those locations will not be backed up.

Follow the steps below to select all files that should be included in backups using the policy.

1. Click Edit.
2. Select one of the following options depending on your requirements:

a. Full backup: A full backup includes all files without limitations to file type or save
location on a device.

b. Quick selection: Choose the files that should be included in the backup from the
most important file types. You can choose between Office files (documents,
presentations, spreadsheets, text files, etc.), E-mails, PDFs, eBooks, and Pictures.

c. Advanced selection: Define a hard drive (e.g. D:\), folder (e.g. C:\Folder), a file (e.g.
C:\Folder\Report.xlsx) or a file type (e.g. *.mp3) that should be included in the
backup. Doing this allows users to backup specific files from individual devices.

3. Click on Add Path.

Note: If you select Full backup or Quick selection, files on connected
external storage drives will also be backed up.

Tip: you can use placeholders to back up file paths that contain specific keywords (e.qg.
C:\Users\*\Documents).

6.2.4 Backup Settings

TeamViewer Backup offers several options which allow for a flexible setup and ease of use.
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6.2.5 Schedule Backup

TeamViewer Backup offers the ability to define the backup cycle and specify how often should the
automatic backup should be performed — within a specific time interval, every day at a certain time,
or specific days at a certain time.

Define when the backup for the selected files on the device should be initiated.

1. To do so, click Edit.
2. Select one of the following options depending on your requirements:
a. Run backup every [X]: Define the interval for a backup. Files will be backed up
regularly regardless of date and time.
b. Schedule backup for: Define the time when the backup is performed. In addition,
you can select the specific days a backup should be performed.

6.2.6 Bandwidth Throttling

With this option the user can simply limit the throughput of traffic sent to the backup servers by
setting a maximum bandwidth and the timeframe for when the throttling applies.

Limit the bandwidth that is used for your backups, for example during working hours. This will
reduce the effect a backup has on the speed of your internet connection.

The following settings can be configured:

1. Time frame: Define the time when bandwidth throttling starts and when it ends. Between
start and end time, the bandwidth is limited.
2. Bandwidth: Select the maximum amount of bandwidth used during throttling.

Note: If the bandwidth is not limited, TeamViewer Backup will use the
maximum bandwidth available.

6.2.7 Exclusion

TeamViewer Backup offers the ability to easily exclude specific data from the backup without
impacting the whole backup selection. This can be done by specifying the path of the drives, the
folders, the files, or the file types that should not be included in the backup.

Follow these steps to exclude files to the backup: click Edit = Add exclusion.

Define a drive (e.g. D:\), folder (e.g. C:\Folder), a file (e.g. C:\Folder\Report.xIsx), or file types (e.g.
* mp3) that should be excluded from the Backup.
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6.2.8 Notifications

TeamViewer Backup will notify the user by sending an e-mail to the admin account in the following
cases:

When a web restore is completed, the download link is sent in an e-mail notification.
When a backup failed on a device.

When a restore to the original device or to another device is completed.
When the backup storage in use reaches 75% of the purchased storage.

PwwnNpE

E-mail notifications are sent from: notification@teamviewer-rm.com

Note: If working with a proxy or custom firewalls, a whitelist to the domain
* teamviewer-rm.com can be added.

6.3 Retention Period

TeamViewer Backup offers users the ability to define how long the older version of each file should
be kept in the cloud. This can be set up under the button ‘Global settings’ on the dashboard.

Backup account settings

File retention period €

10 Days v

2 Weeks

1 Month

3 Months m Cancel
6 Months

1 Year

3 Years

5 Years

Forever

Image: Custom file retention period settings.

Note: The retention period will be applied only for the account that

modified the settings and will affect all the devices with backup activated
for that account.
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6.4 Manage Backup

TeamViewer Backup offers flexible options to manage your backups and facilitate your work within
the product.

TeamViewer
Management Console

HONE Cj Backup

User management

Service queue
5 Groups Backup status STORAGE (GB)
Scripts [0 Sl & [ai - Ta 50.7 used s1
49.3 remaining
REMOTE MANAGEMENT DEVICE GROUP BACKUP STATUS STORAGE POLICY RESTORE
Overview
B Win10 Device Def rations i Defauit Backup polic -
Monitoring = 10 Device Delta Operations € Failed 328568 ult Ba y
Status
Asset Management B Wing 1 Device eta Operations € Completed 58568 Customer X i
tart backup
Endpoint Protection
B Wing 1 Device Alpha Operations @ Completed 59368 Customer X Delete from backup
B Win? Device Beta Operations @ Completed 0008 Johns Machines Uninstall Backup
GROUPS
Al . server My computers & Completed 603G8 Server
Accounting

My computers

Operations &

Support - Apps + Copyright « Imprint
TeamViewer GmbH 2019 & Teamviewer chat =

Image: Manage Backup options.

6.4.1 Backup Status

For every device, the status of its backups can be viewed in the Management Console or from the
backup service icon.

Status
Start backup
Restore files

About TeamViewer Backup

Image: Backup status view from service icon.
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The status contains information about the time and date of the previous and next scheduled backup,
as well as general details about the device's backup status.

1. Click on the name of a device and select ‘Status’ from the context menu.
2. Inthe TeamViewer full version, right-click on ‘Status’ within the context menu of the device.

<=3 Backup status for Device x

-

(v

Last backup Today, 04.02.2019 15:09
Policy name Default Backup policy

Backup schedule Every 2 hour(s)

Close

Image: Backup status service icon.

6.4.2 Status Description

The following information is displayed in the Backup status for dialog box:

1. TeamViewer Backup reports 3 different device statuses which can be identified by
the following colors:

Status Description
Green The backup is completed as scheduled.
Yellow The backup did not perform as scheduled due

to a minor issue, e.g. the last scheduled backup
could not be performed.

Red The backup failed on the device due to an
ongoing issue, e.g. the latest backup failed, or

ﬁ several scheduled backups could not be
performed.

In Progress The backup is being performed.

Backup paused The backup is paused.

&3

2. Last backup: Date of the last successful backup.
3. Backup Policy: The assigned Backup policy.
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6.4.3 Daily Storage Usage Per Device

Additionally, in order to monitor the backup storage, the user can see the how much storage space is
used monthly. The user can also see how much space is used daily on each device, in a time interval
of 2 weeks.

Storage usage for Server

‘Wednesday, January 30th 2019
7.24 GB Storage usage: 6.034 GB

5.43G8
3.62G8
181G8
0008
T W T F S M T T F 8§ 8§ M

Image: Daily storage usage per device.

« I

w

6.4.4 Delete Files from Backup

TeamViewer Backup offers the ability to delete unwanted files, folders, and/or drives from the
backup storage. This maximizes the efficacy of the product.

Delete from backup X
Select the file(s) you want to delete
Backed up files Search for files or folders. Q
RESTORE B c
a Users
: Admin
Status luser
Start backup
Delete from backup
Storage usage
Uninstall Backup

Image: Delete a file from backup storage.
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6.5 Restore Backed Up Files

After a backup is successfully performed, the user can choose how the files should be restored:

Download the files.

Restore the files to the device (device alias).
Restore the files to another device.

Restore from a previous backup.

PwnNe

6.5.1 Download for Web Restore

The user has the option to restore files to the web browser on the device the user is currently logged
in to.

RESTORE

Download backed up files
Restore to Winl0 Device Delta

Restore to another device |

Image: Download files for web restore.

6.5.2 Restore to the Original Device

The user has the option to restore files remotely onto the device where the backup is running.

RESTORE

Download backed up files

Restore to Winl0 Device Delta

Restore to another device

Image: Restore to the original device.
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6.5.3 Restore to Another Device

The user can restore files remotely onto another device in the event that the original device is
damaged or lost.

RESTORE

Download backed up files |

Restore to Winl0 Device Delta

Restore to another device

Image: Restore to another device.

6.5.4 Restore from Previous Backup

Users have the option to restore a backup that was previously performed on a prior device. This
allows the user to recover older backed-up files in the event that TeamViewer Backup is re-installed
on a device where a backup has already been performed.

6.6 File Selection for Restore

When selecting files for restore, the user can choose if s/he wants to 1) restore a single version of a
file, or 2) restore files within a specific time interval and select the files by that particular date range.
The user can also search for a file or folder by name in the search box or select the file or folder via
the tree.
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Restore from Server X

Select the file(s) you want to restore.

© Restore by individual version €
") Restore by date €

Backed up files

Search for files or folders Q
=] C

B 1122

[ testlixt | 01/08/2019 9:21PM #| 1 KB
Users

Cancel

® .

Image: Select files for restore.

After the files have been selected, the user can specify where the files should be restored to. There
are two options:

1. Restore to the original location: the files will be restored to the same location they were in

on the original device.

Restore from Server X

Specify the restore location

Please be aware, that existing files will be overwritten.

[}
[-] g Original location ﬂ

Please make sure that the drive exists on the selected device and has enough space.

K= New location @
Restaration path

E.g. C:\users\JohnDoe\documents

Please make sure there is enough space on the drive

Back

°o—o [ Restore |

Image: Restore files to the original location.
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2. Restore to a new location: a new location for the files can be chosen by adding the path of
the new location.

Restore from Server X

Specify the restore location

Please be aware, that existing files will be overwritten.

= Original location @@

Please make sure that the drive exists on the selected device and has enough space.

© K= New location @

Restoration path

E.g. C:\users\JohnDoe\documents

Please make sure there is enough space on the drive.

Image: Restore files to a new location.

Note: It is important to make sure that the drive(s) where the files will be restored
to exists on the selected device and has enough space.

6.7 Backup Device View

The TeamViewer Backup device view is designed to make sure the user has the most important
information up front. It was developed in order to make working with TeamViewer Backup easier
and more efficient. By utilizing the search functions and filters, the user can search for a specific
device by the device name, a group of devices, or for backup status.
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E "I;eamviev.rer

D Backup
User management
o (o]
R Groups. Backup status e
Scripts K0 o a |m <] (m % Bite 51
.3 remaining
MOTE MANAGEMENT DEV ROUF ACKUP STATUS TORAC RE £
Overview
Mhstaring Operations & Compieed nscs Defaut Backup po
Endpoint Protection
Operations &€ Completed 59368 <D~
= o]
€ Competed 0008 labews Machine [ & |
v - s € compered 368
Accaunting

My computers
Operations &

teamwiewer10213 service

Copyright © Team\Viewer GmbH 2019 & Teamviewer chat =

Image: Device view for Backup.

6.7.1 Filtering

The user can search for devices by the device name, or filter the devices by the groups and the
backup device status.

6.7.2 Storage Used Overview

This provides an overview of the number of the endpoints in use, and displays the amount of storage
used compared to the purchased storage.

STORAGE (GB)
50.7 used 51
49.3 remaining

Endpoints

Endpoints in use
Storage (GB)

Storage purchased 100
Storage in use 51

Image: Backup storage overview.
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7. Support

For questions, additional assistance, and support, please contact our experienced support team by
submitting a ticket. You can also visit our Community page for further support. We are always happy
to help!

V4.01.1912

TeamViewer Germany GmbH
Jahnstr. 30

73037 Goppingen

Germany

©2019 TeamViewer Germany GmbH. All rights reserved.
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